ISO/IEC 27001 INFORMATION SECURITY
MANAGEMENT SYSTEM (ISMS)
UNDERSTANDING & IMPLEMENTING

Duration: 2 Days

PROGRAM OVERVIEW

Security of a country is very much depending on the security
features applied by its national defense forces which are the air
forces, armies and navies. For the sake of the nation’s safety and
security, it is very crucial for these defense forces and their many
suppliers and vendors to understand and apply all the security
features in safeguarding the country crucial information by applying
the minimal requirements within an international recognized
standard of ISMS such as ISO/IEC 27001.

This international standard contains requirements for the purpose of
defending information of an organization from unauthorized access,
use, disclosure, disruption, modification, perusal, inspection,
recording or destruction. This standard was developed by the
information security experts from all over the world and has
undergone established and transparent processes at ISO.

This 2-day course describes the concept of ISMS, in establishing,
implementing, reviewing, and continually improving the ISMS
within an organization. The training methods shall be in the form of
lectures, discussions and workshops.

OBJECTIVES

e To understand the importance and benefits of ISMS

e To understand the requirements of ISO/IEC 27001 and its
application including the required controls in Annex A

e Tolearn how to establish, implement, maintain, review and
continually improve ISMS according to ISO/IEC 27001

e To learn the basic concept of ISMS Risk Management
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COURSE CONTENTS

e The concept of ISMS in
establishing,
implementing,
reviewing and
continually improving
the system within the
organization

e Required ISMS policies
according to ISO/IEC
27001:2013

e The control objectives
prescribed in Annex A of
the standard

e Basic concept of ISMS
Risk Management

WHO SHOULD ATTEND?

Managers, executives, IT and
non-IT professionals and other
employees involved in
establishing, implementing,
reviewing and continually
improving ISMS against ISO/IEC
27001 within an organization
including its supporting
personnel.
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